
Federal Acquisition Circular (FAC) 2005-99, Item I—Use of Products and Services of 
Kaspersky Lab (FAR Case 2018-010) states: 

 
Effective July 15, 2018 this interim rule amends the Federal Acquisition Regulation (FAR) to 
implement section 1634 of Division A of the National Defense Authorization Act (NDAA) for 
Fiscal Year (FY) 2018 (Pub. L. 115-91). Section 1634 of this law prohibits the Federal 
Government’s use on or after October 1, 2018 of hardware, software, and services developed 
or provided, in whole or in part, by Kaspersky Lab or related entities. 
 
To implement section 1634, the clause at FAR 52.204–23, Prohibition on Contracting for 
Hardware, Software, and Services Developed or Provided by Kaspersky Lab and Other 
Covered Entities (Jul 2018) prohibits contractors from providing any hardware, software, or 
services developed or provided by Kaspersky Lab or its related entities, or using any such 
hardware, software, or services in the development of data or deliverables first produced in the 
performance of the contract. The contractor must also report any such hardware, software, or 
services discovered during contract performance; this requirement flows down to subcontractors. 
 
This rule applies to all acquisitions, including acquisitions at or below the simplified 
acquisition threshold and to acquisitions of commercial items, including commercially 
available off-the-shelf items.  
 
This interim rule is being implemented as a national security measure to protect Government 
information and information systems. 
 
Federal Acquisition Circular (FAC) 2005-99 is issued under the authority of the Secretary 
of Defense, the Administrator of General Services, and the Administrator for the National 
Aeronautics and Space Administration. 
 
 


